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L Information Technology Services Centre

BNBU Campus VPN Service

VPN service provides an off-campus secure connection to the campus network for:
® Remote access to campus online resources;
® Access LRC e-resources;

® Other intranet access systems and applications.

You have to complete below two part (Dkey token + Cisco Secure Client ) to use the service.

Part 1: Install and active the Dkey Token.

Warm Reminder:

1. Please do not detele this app on your phone, and also it needs to be used in conjunction with
part 2 software.

2. You can directly go to Part 2 if you already finish Part 1.

3. When activating the Dkey token, if you receive a prompt that ‘it has already been activated,
please contact the administrator’, you need to submit a request on Wecom-Workspace-Token
Unbind.

ol FEBE 4G 14:15 78% (@)

1. Download the Dkey Token(T*J& . Dkey token © Cancel
4 1) from App Store(IOS\Android).

TELE
I(f)you are using a Harmony v o . ki

S, suggest to find it in the

WeChat Mini Program %%"%,% = s
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Information Technology Services Centre

BNBU Campus VPN Service

2. Open the Dkey Token .

Scan the QR Code to activate.

Token Activation

uj[m
Ol

Please choose the activation type:

[ somorciva ]
1 Without QR Code
3. Enter your BNBU account and < Back Tokes Aetivation
password.
Click Activate.
DKEY Token
Q st =0

E] eccccccccoce
r—

4. Active successful.

Very Important:
The code is random in every 60s
and will be used for the Second
Part ! ! ! ! !

Password

0 ) Untagged
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L Information Technology Services Centre

BNBU Campus VPN Service

Part 2: Install and setup the Cisco Secure client.

Warm Reminder:
1. Please totally quit another VPN/Proxy software first (like clash/shadowrocket/lestvpn etc).
2. Please do not use it if you are already with BNBU network.

Win;:

VPN-{SERHERE P

1. Click below link go into ITSC C @ TRl
website and then select the version i
which you need to download.

https://itsc.bnbu.edu.cn/en/Downloa
d/VPN.htm

e || mm || siTa |
Coswm | [ mnia | | @z |
| meTa | VPN | omm |
VPN
-~ Download: MAC Download Windows Download

Android Download
MNote: AnyConnect VPN Client Software

2. Log in to the BNBU ECM system BNBU ECM
with your BNBU account apd For Al Staff oum CopfiE] D ©mx
password, select the version « [ For All Staff and Student [3 I
corresponding to your device. " - N =
VPN Client Software (Cisc-2
1] Android Download |
MAC Download

Windows Download
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BNBU Campus VPN Service

3. Install step by step and then
Launch the Cisco Secure Client.

) cisco secure client

For Windows you can find it by
type "Cisco Secure Client” into the
search bar.

=, Cisco Secure Client
| @

@ wm

4. Input server address:
M AnyConnect VPN:

Ready to connect.
v.bnbu.edu.cn n

Qs v| 2[ comnect |

Click Connect.

5. Select your @ Cisco Secure Client | v.bnbu.edu.cn

group(Student\Staff) first
and then input your BNBU account Please enter your username and password.

and password. Group: 1

A Username: __ /.
Click OK. Lo

Password: | **x¥**xx

OK Cancel

6. Enter the six random code from @ Cisco Secure Client | v.bnbu.edu.cn X

the DKey Token app which you
install in Part 1. ‘

Answer: | xxxxxH |

Click Continue.

Please enter a dynamic token.
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7. Finish. ® Cisco Secure Client — X

N AnyConnect VPN:
n IGonnected to v.bnbu.edu.cn.l
Q v.bnbu.edu.cn Disconnect
00:00:30 (2 Hours 59 Minutes Remaining) 1Pv4
IOS\MAC OS\IPAD OS:
1. Download the Cisco Secure @ "=

Client from App Store and install.

2. Open the Cisco Secure Client,
Click Connections.

Cisco Secure Client

@ PRIMARY VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connections No Connections
Details Disconnected

3. Add VPN Connection.

< AnyConnect VPN Connections

| Add VPN Connection... |

4. Input Server Address:
v.bnbu.edu.cn
Click Save.

And then Click Allow.

Cancel Add VPN Connection... Save

Description

Server Address v.bnbu.edu.cn
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BNBU Campus VPN Service

“AnyConnect” Would Like to Add
VPN Configurations

All network activity on this iPhone
may be filtered or monitored when
using VPN.

g

5. Turn on AnyConnect VPN.

a VIRTUAL PRIVATE NETWORK LL

AnyConnect VPN
Disconnected

Connections
v.bnbu.edu.cn

6. Choose your
group(Student\Staff) and
input your BNBU account and
password.

Click Connect.

Cancel Authentication Connect

Please enter your username and password.

Group: staff
Username:
Password: sscscsscene

9 Passwords

1234567890

space
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BNBU Campus VPN Service

7' Enter the SIX random COde from Cancel Authentication Continue
the DKey Token app.
Answer:

Please enter a dynamic token

Click Continue.

@ Passwords

11213j4]5)6]7]8]9]0

8. Congratulations.
Cisco Secure Client

@ PRIMARY VIRTUAL PRIVATE NETWORK

AnyConnect VPN C

Connections v.bnbu.edu.cn

Details Connected

Android:

Cisco Secure Client :
1. Download the app from Win's @

Step 1 and install, open the Cisco
Secure Client,

. . AnyConnect VPN o
Click Connections. Disconnected

Connections
No connection

Details
VPN Statistics
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BNBU Campus VPN Service

2. Add New VPN Connection.

6‘, Advanced Preferences

Add New VPN Connection

Description

v.bnbu.edu.cn vbnbu educn

Server Address
v.bnbu.edu.cn

Click Done.

Advanced Preferences
Change advanced certificate and protocol settings

CANCEL DONE

5. Turn on AnyConnect VPN.

a VIRTUAL PRIVATE NETWORK (LL

AnyConnect VPN
Disconnected

Connections
v.bnbu.edu.cn
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BNBU Campus VPN Service

6. Choose your
group(Student\Staff) and
enter your BNBU account and

password.
AnyConnect

C“Ck Con nect. Please enter your username and password.

Group:
staff 4
ername:
Password:

"Ov-vtt“t|

I: Show password

CanCEI

7. Enter the six random code from
the DKey Token app which you
install in Part 1.

Click Continue.
AnyConnect

Answer:

[ Show password

Please enter a dynamic token

Cancel Continue

a VIRTUAL PRIVATE NETWORK eee
AnyConnect VPN .
Connected

Connections
v.bnbu.edu.cn
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BNBU Campus VPN Service

Alittle Q&A

Q1: After connection, when i access LRC resource it still prompt that please use BNBU VPN...
Al: Please totally quit another VPN/Proxy and make sure your are automatically obtain DNS
address on your computer.

Q2: When i active Dkey Token, it prompt please ‘unbind token... °
A2: If you are at campus network, please follow below guideline to unbind.
ningdunzizhujiebangcaozuoshouce. pdf

If you are off-campus, you can create an service request on the BNBU portal like below.

g%. HFEBBRAE < Poral Services Center Contact ¢

Tl NSRS

ervices Favorites Common processes PUO || msc ||

Unit Mail Account Computer Desktop I

Computer System Ad... Computer Services T

| Dkey Token Problem F| Activity IT Support

IT Equipment Mainten... HPC Account Applicati... 4

Q3: it prompt that login failed when i use the Cisco Secure Client.
A3: double confirm your account&password are right, and select your group (student/teacher)
right.

Any other suggest email to itsc support@bnbu.edu.cn for help or ITSC hotline 3620315.
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